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Abstract: Recently, Android malware threats have been increasing at a rapid pace along with their 
usage and popularity. Different studies have elucidated the importance of analyzing the Android 
permissions pattern for the effective detection of Android malware. Optimization of android malware 
detection with high-dimensional permissions data is a bottleneck, which is a burning issue. In this 
study, nature-inspired wrapper-based metaheuristic algorithms such as firefly, bat, and whale 
optimization algorithms are investigated for the analysis of different Android permission patterns 
suitable for malware detection. Different machine learning classification algorithms, such as Linear 
Regression (LR), Support Vector Machine (SVM), K-Nearest Neighbors (KNN), Decision Tree (DT), 
Random Forest (RF), Gradient Boosting (GB), and Extreme Learning Machine (ELM) are employed 
for evaluation. The Wrapper-Based Feature Selection using the Firefly Algorithm (WFSFA) 
outperformed the other algorithms in terms of feature reduction and recorded an improved 
classification accuracy of 95.28% when experimented with high-dimensional CICInvesAndMal2019 
feature dataset with 4115 features. 
Keywords: Android Security, Malware Analysis, Static Analysis, Feature Selection, Android 
Malware Classification, Firefly Algorithm (FA), Bat Algorithm (BA), Whale Algorithm (WA).  
 

摘要：最近，Android 恶意软件威胁随着它们的使用和流行而迅速增加。不同的研究阐明了分

析 Android 权限模式对于有效检测 Android 恶意软件的重要性。用高维权限数据优化android恶

意软件检测是㇐个瓶颈，这是㇐个亟待解决的问题。在这项研究中，研究了受自然启发的基

于包装器的元启发式算法，例如萤火虫、蝙蝠和鲸鱼优化算法，以分析适合恶意软件检测的

不同 Android 权限模式。不同的机器学习分类算法，例如线性回归 (LR)、支持向量机 (SVM)

、K-最近邻 (KNN)、决策树 (DT)、随机森林 (RF)、梯度提升 (GB) 和极限学习机器（ELM）
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用于评估。使用 Firefly 算法 (WFSFA) 的 Wrapper-Based Feature Selection 在特征减少方面优于

其他算法，并在对具有 4115 个特征的高维 CICInvesAndMal2019 特征数据集进行试验时记录

了 95.28% 的改进分类准确率。 

关键词：Android 安全、恶意软件分析、静态分析、特征选择、Android 恶意软件分类、萤火

虫算法 (FA)、蝙蝠算法 (BA)、鲸鱼算法 (WA)。 

Introduction 
In recent years, Android based mobile operating 
system device security [1][2] has been 
considered an important area of research. 
Unwanted permissions associated with the 
installation of Android applications are a major 
source of Android malware. For every 10 
seconds, a new form of malware was discovered 
[3], and it was found that around 3 million 
malicious Android applications were discovered 
in 2020 alone. 
A warn for the users during the application 
installation about suspicious permissions [4] the 
applications require, potentially helps the users 
to save from malware attacks. However, 
unknowingly, many users without checking the 
type of permission the application is asking, the 
users allow permission, which eventually 
weakens the Android permission system. In the 
present versions of android operating systems, a 
dynamic method for managing the rights 
increases device security. Then, the malicious 
applications download the malicious code after 
installation and run it to transfer the control to the 
remote server to upload the gathered data. 
Several permissions are solicited by Android 
apps at the time of installation that knowingly or 
unknowingly users provide. The probability of 
malware induction is high in non-play store 
applications [5]. The application’s permission 
mining can be a good source for identifying 
Android malware. The design and development 
of an anti-malware system that can analyze the 

solicited permissions by the application being 
installed would help Android users to be alerted 
for any potential threats. Dynamic analysis of 
Android permissions can be implemented using 
machine-learning tools. Android permissions are 
continuously evolving and have very high 
dimensionality. The recent and widely accepted 
research data CICInvesAndMal2019 [6] contains 
4115 features. There is a need to experiment and 
find a reduced combination of features using 
nature-inspired optimization tools with the goal 
of reducing false positives and improving 
accuracy. 
This paper presents a method for the detection of 
malware applications with selected permission 
patterns [7] and classification using ML 
algorithms [8] such as LR, K-NN, RF, DT, SVM, 
GB and ELM, by considering evolutionary 
computational metaheuristic algorithms such as 
firefly, bat, and whale optimization algorithms 
for improving accuracy and performance of 
Android Malware Detection (AMD) [9]. 
The rest of the paper is organized as follows: 
Section 2 presents the literature review, section 3 
explains the background, section 4 explains the 
methodology, section 5 briefs about the 
experimental setup, section 6 details the 
performance analysis & experimentation results, 
and Section 7 gives the conclusion & future 
work. 
 
Literature Review 
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Over the past few years, there is improvement 
towards the development of algorithms to reduce 
the dimensionality of feature sets [10]. Allix et 
al. [11] Investigated Android malware analysis 
from a forensic perspective by considering 
5,00,000 benign and malware Android 
applications. They worked on the identification 
of malware through anti-viruses and the writing 
process of malware for Android. In addition, 
copying codes from blogs and tutorials makes 
malware writers dearth of cryptography 
knowledge. Because of this, both benign and 
malware applications share the same digital 
certificates, as the mitigation techniques do not 
check them properly. Zaman et al. [12] 
demonstrated a process by analyzing traffic in 
Android devices for malware detection in terms 
of behavior analysis with system calls. They 
created a black list of malicious applications and 
a log table for logging app-URLs that 
communicate with remote servers. They 
compared blacklisted domains with a log table 
for malware identification. Patel [13] surveyed 
different models for malware detection in 
Android systems, including DroidNative, 
DREBIN, ICCDetector, APK Auditor, Data 
Mining based Detection of Android Malware 
(DMDAM), AndroDialysis, and API based 
systems and concluded by briefing the 
techniques analyzed. 
Wang et al. [14] addressed the problem of 
inefficient feature interaction by proposing a 
multilevel permissions extraction process. It 
involves association rule mining, principal 
component analysis, and deep cross-network 
techniques for feature selection and classification 
using different ML algorithms. The results 
showed that they obtained a better performance 
model than the state-of-the-art methodologies, 
with an accuracy of 95.8%. Şahın et al. [15] 

described a classification method for AMD in 
permission-based static analysis. They added 
weights to the features by using binary and RF 
techniques. Better results were observed and then 
classified using naive Bayes (NB). Elakkiya et al. 
[16] elucidated a process for Twitter spam 
detection using a community-based FA with 
fuzzy cross-entropy as the objective function for 
feature selection. SVM, KNN, and RF machine 
learning algorithms were used as classifiers. 
They achieved an accuracy of 90.88% with the 
RF classifier when compared with the traditional 
firefly algorithm.  
Suchetha et al. [17] experimented with the 
feature selection process in two different stages 
for Twitter sentiment analysis. In the first step, 
the filter-based information method is applied, 
and then evolutionary computation-based 
Cuckoo Search (CS), Ant Colony Optimization 
(ACO), Particle Swarm Optimization (PSO), and 
Firefly Algorithm (FA) are used for feature 
selection. In the second step, classification 
algorithms such as KNN, naive Bayes, and 
LibLinear were used for evaluation. The results 
indicated that the LibLinear algorithm 
outperformed the other. Maza and Zouache [18] 
developed a binary variant of the firefly 
algorithm compounded with a new concept for 
distance and attractiveness calculations. The 
proposed Firefly Algorithm for Feature Selection 
(FAFS) outperformed when compared to Particle 
Swarm Optimization (PSO). Li and Le [19] 
demonstrated a blended technique with a binary 
version of the bat algorithm for feature selection. 
Using the KNN classifier, they obtained 
improved results in terms of accuracy. A 
comparison of related studies is represented in 
Table 1. 
Tao et al. [20] worked on a multi-label feature 
selection algorithm by adding a mutation 
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technique to the binary bat algorithm. They 
maximized the feature selection criterion 
depending on the correlation among the features. 
The experimental method demonstrated that 
there is an increase in performance when 
compared with the Correlation-Based Feature 
Selection – Genetic Algorithm (CFS-GA), Fast 
Multi Label Feature selection method based on 
information-theoretic feature ranking (FMLF), 
and Multivariate Mutual Information-Particle 
Swarm Optimization (MMI-PSO) algorithms in 
terms of accuracy, subset accuracy, hamming 
loss, and F1 score. Xu et al. [21] addressed the 
problem of dimensionality reduction in a large 
feature set. A nonlinear convergence factor is 
introduced by considering the PSO strategy to 
update the mechanism of search for prey in the 
WOA. The evaluated improved binary whale 
optimization algorithm (IBWOA) demonstrated 
increased performance when compared with GA, 
WA, and PSO. 
Hussien et al. [22] described a hyperbolic tangent 
function in the whale optimization algorithm as a 
fitness measure. Both the qualitative and 
quantitative results indicate that the proposed 
binary WOA improved the accuracy along with 
dimensionality reduction. Hadiprakoso et al. [23] 
developed a hybrid dataset by combining the 
static and dynamic features of the Malgenome, 
DREBIN, and CICMalDroid datasets. They used 
PCA to reduce features in a combined dataset and 
classified them using different machine learning 
(ML) and Deep Learning (DL) algorithms. 
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Upon their analysis observed that the GB 
algorithm outperformed the comparison 
algorithms. Amer [24] demonstrated an 
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ensemble model for Android malware 
classification using a combination of 
permissions. Their ensemble model using RF, 
MLP, Adaboost, SVM, and DT yielded better 
results when individual classifier results were 
considered. Varma et al. [25] experimented with 
wrapper-based bat, cuckoo search, and gray wolf 
optimization algorithms to reduce the features to 
be analyzed in a high-dimensional feature set. 
The results showed that the wrapper-based bat 
optimization algorithm with the DT classifier 
outperformed other competing algorithms with 
an accuracy of 95.92%. 
This paper proposes a wrapper-based feature 
selection method using the firefly algorithm for 
recognizing the reduced subset of features in a 
high-dimensional dataset for Android malware 
classification. In addition, the performance of 
WFSFA is compared with Wrapper-based 
Feature Selection using the Bat Algorithm 
(WFSBAT) and Wrapper-based Feature 
Selection using the Whale Optimization 
Algorithm (WFSWOA). 
 
2. Background 
2.1. Malware Analysis 
The examination of the functionality, origins, 
and potential consequences of a given malware 
sample is called malware analysis. Any computer 
software that contains malicious software or 
malware is designed to damage the host system 
by stealing user’s information. Various 
categories of malware are shown in Figure 1. 

 
Fig.1 Types of malware analysis  

 

 
Fig.3 System architecture 

 
The process by malware detection falls into one 
of two categories: static analysis, which uses a 
signature-based approach and dynamic analysis, 
which uses a behavior-based approach. In the 
static analysis, the malware sample is analyzed 
without executing it. It investigates the impacts 
of the system. In dynamic analysis, the malware 
sample is analyzed through behavior and static 
actions during its execution for a better analysis 
of the malware. The combination of both analysis 
results in the hybrid analysis produces better 
results with an increased cost. 
 
2.2. Feature Selection 
In data preprocessing, feature reduction and 
feature selection play an important role in 
choosing a suitable feature set. The feature 
reduction technique, also called dimensionality 
reduction, reduces the number of features in the 
feature space. Feature reduction minimizes the 
multi-co-linearity in the feature set. On the other 
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hand, the feature selection technique identifies 
the most influential features of the ML model. 
It removes irrelevant and redundant features, 
which decrease the performance of the ML 
model. The reduced feature set improves the ML 
model performance by minimizing the 
computational cost in the model learning phase 
and increasing model understandability. It 
reduces over fitting and decreases the training 
time of the model. The different types of feature-
reduction methods are shown in Figure 2. 

 
Fig.2 Feature selection methods 

 
Each feature selection method has its own 
advantages and disadvantages, and it 
incorporates a ML model to infer the importance 
of a feature in ML model building. The wrapper 
methods are slower in deducting the influential 
features when compared to the filter methods. 
As, the number of features in the feature set is 
directly proportional to the computational cost of 
the ML model. Hence, it is not suitable for large 
datasets. The learning capability of the wrapper 
methods enables them to find the best subset of 
features with a small feature set. 
 
3. Methodology 
The feature selection process procures the most 
promising feature subset and enhances the 
performance of the ML model by discarding the 
misleading features. To examine the 

authoritative features in high-dimensional data, a 
wrapper-based metaheuristic method using 
firefly, bat, and whale optimization. 
Initially, all features in the data were considered. 
A subset of features is selected using an 
evolutionary computational algorithm. The 
obtained feature subset is used for the 
classification of intrusion detection in Android 
malware using a machine learning algorithm. 
The architecture of the proposed model is shown 
in Figure 3. To find an optimal solution with an 
underestimate feature set, choosing the objective 
function plays a key role in converging the 
fitness during optimization. 
To calculate the fitness of the selected feature 
subset, the number of features selected and the 
error obtained during the evaluation of the 
machine learning model are used as shown in Eq. 
(1) 

𝑓(𝑥) = 𝜏 ×  𝑒𝑟𝑟𝑜𝑟 + (1 − 𝜏)  ×  
( )

 

    (1) 
where,  τ ϵ [0,1] represents the penalty given to 
error while obtaining fitness of a solution over 
the subset of features selected, more the τ value 
represents higher the penalty in choosing the 
subset of features. u represents length of 
complete set of attributes and l represents length 
of the solution. 
3.1. Wrapper-Based Feature Selection Using 
Firefly Algorithm (WFSFA) 
The firefly algorithm (FA), [26] inspired by 
firefly behavior, is an evolutionary algorithm 
motivated to explore solution areas based on the 
characteristics of the light-emitting nature of 
fireflies. Behavioral characteristics of fireflies: 
• For any two given fireflies, the attraction 
between them depends on the brightness of the 
firefly. 
• The firefly having less brightness shift 
towards firefly with higher brightness. 
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• Random movement is used, if there is no 
brighter firefly. 
The attraction between two given fireflies is 
calculated using Eq. (2) 

𝛽 = 𝛽 × 𝑒        
(2) 
Where, β_0 represents attractiveness at a 
distance of r=0, r_jk indicates the distance 
between the fireflies j and k. 
The distance between the fireflies at positions j 
and k was calculated using Eq. (3) 

𝑟 = 𝑥 − 𝑥 = 𝑥 , − 𝑥 ,     

(3) 
Where, x_(j,i) and x_(k,i)  are spatial 
components of ⅈth component at jth and kth 
fireflies, n represents the number of dimensions. 
The movement of fireflies when one firefly is 
attracted by another firefly is determined using 
Eq. (4) 

𝑥 = 𝑥 + 𝛽 × 𝑒 × 𝑥 −  𝑥 + 𝛼 ×

𝑟𝑎𝑛𝑑𝑜𝑚 −     

 (4) 
where, current position of firefly (j) is x_j in first 
term. The updation of position towards brighter 
firefly is defined in second term. random 
represents random number between 0 to 1. 
Firefly is moved randomly w.r.t α (mutation 
coefficient), when there is no brighter firefly. 
 
Algorithm 1: WFSFA 
Firefly population initialization 
Define objective function f(x) 
Define light absorption coefficient r. 
while (𝑡 < 𝑚𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛) 

for each firefly 𝑖 (∀ 𝑖 = {1, 2, … 𝑛}) 
for ∀ 𝑗 = {1, 2, … 𝑖} 

Obtain light intensity 𝐼  using 𝑓(𝑥) 

if (𝐼 < 𝐼 ) 

𝑥 ← 𝑥 + 𝛽 𝑒  𝑥 −  𝑥

+ 𝛼 𝑟𝑎𝑛𝑑𝑜𝑚 −
1

2
 

else 
Random movement of firefly i 

end if 
Change attractiveness with distance r 
and light absorption  
Determine new solution and light 
intensity is revised 

end for 
end for 
Rank fireflies as per their light intensities and 
obtain the current best 

end while 
 
 
3.2. Wrapper-Based Feature Selection Using 
Bat Algorithm (WFSBAT) 
The echo location behavior and characteristics of 
bats to find their prey inspired the evolution of 
the bat algorithm [27]. Usually, bats reduce their 
loudness and conversely increase the rate of 
ultrasonic sound emission during the chase of 
their prey. The frequency vector, velocity vector, 
and position vector were used for each artificial 
bat in the binary bat algorithm. Either 0 or 1 
represents the position of a binary bat. The 
velocity vector is updated using Eq. (5) 
𝑉 (𝑡 + 1) = 𝑉 (𝑡) + (𝑋 (𝑡) − 𝐺 ) ×  𝐹                 
(5)            
where, F_i, V_i and X_i represents the 
frequency, velocity and position vectors of ⅈth 
bat. G_best represents optimal solution that has 
obtained. Eq. (6) is used to update the frequency 
of the ⅈth bat: 
𝐹 (𝑡 + 1) =  𝐹 + (𝐹 −  𝐹 ) ×  𝛽 
     (6) 
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where, F_mx  represents maximum frequency, 
F_mn represents minimum frequency and β 
represents a random number between 0 and 1. 
The bat position is updated using Eq. (7) 

𝑋 =  𝑋 (𝑡) +  𝑉 (𝑡)                                 
(7)  
The pulse rate (r) and loudness (A) of the bat 
algorithm are updated using Eq. (8) & (9). 
𝐴 (𝑡 + 1) = 𝛼 × 𝐴 (𝑡)                     
     (8)                                   

𝑟 (𝑡 + 1) =  𝑟 (0) ×  [1 − exp(−𝛾𝑡)]                       
(9)        
Where α and γ are constants. When there is a 
guarantee that the new solution improves the 
movement of bats toward the best solution, the 
pulse rate and loudness are updated. Movement 
of bats toward the best solution, the pulse rate 
and loudness are updated. 
 
Algorithm 2: WFSBAT 
Bat population initialization 
Fitness calculation using objective function 𝑓(𝑥) 
𝑓𝑖𝑡𝑛𝑒𝑠𝑠_𝑚𝑖𝑛 ← bat with minimum fitness value 
𝐺 ← minimum fitness value of a bat 
while (𝑡 < 𝑚𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛) 
 𝐹 (𝑡 + 1) ←  𝐹 + (𝐹 − 𝐹 ) ∗  𝛽 
 𝑉 (𝑡 + 1) ← 𝑉 (𝑡) + (𝑋 (𝑡) − 𝐺 ) ∗  𝐹  

 𝑡 ←  

if (𝑡 <  𝑟𝑎𝑛𝑑𝑜𝑚)  
Generation of new bat solution 

end if 
if (𝑟𝑎𝑛𝑑𝑜𝑚 > 𝑝𝑟 )  

new bat solution is to be updated as 𝐺  
end if 
𝑛𝑒𝑤_𝑓𝑖𝑡𝑛𝑒𝑠𝑠 ← new bat fitness is calculated 
using 𝑓(𝑥) 
if (𝑝𝑟𝑒𝑣_𝑓𝑖𝑡𝑛𝑒𝑠𝑠<𝑛𝑒𝑤_𝑓𝑖𝑡𝑛𝑒𝑠𝑠) and 
(𝑟𝑎𝑛𝑑𝑜𝑚 < 𝐴 ) then 

𝑋 ←  𝑋 (𝑡) + 𝑉 (𝑡)  

𝐴 (𝑡 + 1) ← 𝛼 ∗ 𝐴 (𝑡) 
𝑟 (𝑡 + 1) ←  𝑟 (0) ∗  [1 − exp(−𝛾𝑡)] 

end if 
if (𝑛𝑒𝑤 <  𝑓𝑖𝑡𝑛𝑒𝑠𝑠_𝑚𝑖𝑛) 

𝐺 ← 𝑛𝑒𝑤_𝑓𝑖𝑡𝑛𝑒𝑠𝑠 
end if 

end 
 
3.3. Wrapper-Based Feature Selection Using 
Whale Optimization Algorithm (WFSWOA) 
The whale-inspired metaheuristic optimization 
algorithm [28] is triggered by the mimicking 
behavior of humpback whales. A unique 
behavior seen in humpback whales, called spiral 
bubble-net feeding, is employed in the whale 
optimization algorithm (WOA). They start 
creating bubbles in a spiral shape from 12m 
down the surface of the prey and spirally swim 
toward the surface. 
 
3.3.1. Encircle The Prey: 
Humpback whales can locate and encircle their 
prey. As the optimal solution to the position of 
the whale is unknown, the current best candidate 
solution is considered as the optimal solution by 
the WOA algorithm. Once the best search agent 
is defined, other search agents try to update the 
status of their positions toward the best search 
agent using Eq. (10) & (11). 

𝐷 = 𝐶 ⃗. 𝑋 ⃗ (𝑡) − 𝑋 ⃗(𝑡)                   

(10) 

𝑋 ⃗(𝑡 + 1) = 𝑋 ⃗ (𝑡) − 𝐴 ⃗ ⋅ 𝐷                              
(11) 

where, 𝑋 ⃗ is position vector of the whale, 𝑡 

indicates current iteration, 𝑋 ⃗  represent the 

position vector of the best solution, 𝐴 ⃗, 𝐶 ⃗ are the 
coefficient vectors estimated using Eq. (12) & 
(13). 
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𝐴 ⃗ = 2 ×  𝑎 ⃗ ×  𝑟1⃗ −  𝑎 ⃗                   
(12) 

𝐶 ⃗ = 2 × 𝑟2⃗                                            
(13) 

Where  𝑟1⃗, 𝑟2⃗ 𝜖 [0, 1] represents the random 
vectors, and 𝑎 ⃗ component decreases linearly 
from 2 to 0. 
 
3.3.2. Exploration Phase (Bubble-Net 
Attacking Method) 

The updation of position in the spiral method 
is explored in this phase. The distance between 
the position of the prey (𝑋, 𝑌) and the position of 
the whale is calculated; then the movement of the 
whale to the prey is simulated using Eq. (14) & 
(15). 

𝐷⃗ = | 𝑋 ⃗ (𝑡) −  𝑋 ⃗(𝑡)|                                           
(14)                          

𝑋 ⃗(𝑡 + 1) = 𝐷⃗ ⋅ 𝑒 . cos(2𝜋𝑙) + 𝑋 ⃗ (𝑡)           
(15)                               

where 𝑏 represents a constant for logarithmic 
spiral shape determination. 
 
3.3.3. Search Phase 

In the whale optimization algorithm, instead 
of using the global best search agent for updating 
the search agent. A randomly chosen search 
agent was used, in contrast to the exploration. 
The mathematical model is given in Eq. (16) & 
(17).  

𝐷 = 𝐶 ⃗. 𝑋 ⃗ (𝑡) − 𝑋 ⃗(𝑡)                   

(16) 

𝑋 ⃗(𝑡 + 1) = 𝑋 ⃗ (𝑡) − 𝐴 ⃗ ⋅ 𝐷                 
(17) 

Where, 𝐴 𝜖 [−1, 1]. 
 
Algorithm 3:  WFSWOA 

Whale population initialization 
Fitness calculation for each agent using 𝑓(𝑥) 
𝑋 ← agent with best fitness value 
while (𝑡 < 𝑚𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛) 

for each search agent (∀ 𝑖 = {1, 2, … 𝑛}) 
update a, A, C, l and p 
if (𝑝 < 0.5) 

 if (|𝐴| < 1) 

  𝐷 ← 𝐶 ⃗. 𝑋 ⃗ (𝑡) − 𝑋 ⃗(𝑡)  

 else 

 𝑋 ⃗ ← [0, 1] 

      𝑋 ⃗(𝑡 + 1) ← 𝑋 ⃗ (𝑡) − 𝐴 ⃗ ⋅ 𝐷

  
end if 
else 

 𝐷 ← 𝐶 ⃗. 𝑋 ⃗ (𝑡) − 𝑋 ⃗(𝑡)  

 𝑋 ⃗(𝑡 + 1) ← 𝐷⃗ ⋅ 𝑒 . cos(2𝜋𝑙) +

 𝑋 ⃗ (𝑡) 
end for 
Verification of search agent, searching 
beyond search space for admitting them 
Fitness computation of each search agent 
if 𝑏𝑒𝑠𝑡 𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 is found 

Update 𝑋  
 𝑡 ← 𝑡 + 1 

end 
 
4. Experimental Setup 

The overall experimentation was 
implemented in a Windows 10 operating system 
(64-bit) with an Intel® Core™ i5 CPU @ 1.80 
GHz processor, 8 GB RAM, and 1 TB HDD 
installed with Anaconda, Python platform with 
supporting machine learning packages as its 
configuration. 

The very high-dimensional Android malware 
dataset CICInvesAndMal2019 [6] was used to 
evaluate the experiment. The dataset contains 
4115 Android permissions and 1594 instances, of 
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which 1187 samples are benign and 407 samples, 
are malware application types. These samples 
were derived from a group of 42 different 
malware families, which were grouped into 
Adware, SMS, Ransom ware, and Scare ware 
categories. The dataset description is provided in 
Table 2. 
  

 
5. Performance Analysis and 
Experimental Setup 

The evaluation metrics considered for the 
performance evaluation of the experimental 
algorithms are precision, recall, f-score, MSE, 
and RMSE, which are as follows: 

Precision = 
  ( )

(  ( )   )
       

(18) 

Recall = 
 

(  ( )   )
          

(19) 

F1-Score = 
×  × 

(   )
              

(20) 

Accuracy = 
  

(       ( )
         

(21)        

MSE = 𝑌 − 𝑌               

(22)  

RMSE = 𝑌 − 𝑌               

(23) 

where Y_i represents the actual output, Y ̂_i 
represents the predicted output, and n represents 
the number of samples. 
  

 
For the classification evaluation of the 
experimented WFSFA, WFSBAT, and 
WFSWOA methods, seven classification 
algorithms were considered: LR, SVM, DT, GB, 
ELM, RF & K-NN. Various experiments were 
conducted to evaluate the three experimental 
algorithms, and the results are listed in Table 3. 
are attained with 50 agents and 50 iterations for 
each feature selection method and are graphically 
represented in Figure 4. 
Out of all the experiments conducted, the 
wrapper-based feature selection using the firefly 
algorithm (WFSFA) obtained better performance 
when the ELM classifier with 500 nodes was 
used, in terms of precision, recall, f1-score, 
accuracy, MSE, and RMSE. The evaluation 
metrics of the WFSFA-ELM are shown in Figure 
5. 
Figures 6-12. represents the area under the curve 
(AUC) of the Receiver Operator Characteristic 
(ROC) curves of seven classifiers. The 

 

Tab.2 Description of dataset 

Dataset Features Samples Size 

CICInvesAnd 
Mal2019 

4115 

1594 

12.7 
MB 

Malware Benign 

1187 407 
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AUCROC curves are generated in contrast to 
those in Table 3. It was observed that the area 
under the reduced feature set was higher. This 
shows that the firefly wrapper-based feature 
selection optimization demonstrated better 
performance with the ELM classifier. 
  
 

 
  

 

 

 

Tab.3 Accuracy comparison of various binary wrapper classifiers with 50 agents, 50 iterations 

Exp. 
No 

Classifier 
Feature 
Selection 
Method 

Accuracy 
before  
feature 

selection 

Accuracy 
after  

feature 
selection 

% 
Change  

in  
accuracy 

No. of 
features 
selected 

%  
decrease 

in  
features 

1 KNN 
Firefly 

90.6749 
94.6708 3.9959 1195 70.9599 

Bat 94.3573 3.6824 2030 50.6683 
Whale 92.7889 2.1140 1530 62.819 

2 DT 
Firefly 

89.9791 
90.9595 0.9804 1345 67.3147 

Bat 91.2225 1.2434 2092 49.1616 
Whale 91.2250 1.2459 2154 47.6549 

3 LR 
Firefly 

89.6311 
89.3416 -0.2895 1225 70.2309 

Bat 93.1034 3.4723 1915 53.4269 
Whale 90.9090 1.2779 2043 50.3524 

4 SVM 
Firefly 

89.0048 
90.2821 1.2773 998 75.7473 

Bat 92.4764 3.4716 2043 50.3524 
Whale 90.2821 1.2773 1989 51.6646 

5 GB 
Firefly 

90.8837 
91.8495 0.9658 1094 73.4143 

Bat 90.2821 -0.6061 1983 51.8104 
Whale 91.8495 0.9658 1062 74.1920 

6 RF 
Firefly 

85.6543 
77.4294 -8.2249 667 83.7910 

Bat 89.1316 3.4773 1688 58.9793 
Whale 91.2225 5.5682 1289 68.6756 

7 ELM 
Firefly 

92.1363 
95.2897 3.1662 337 91.8104 

Bat 94.0438 1.9122 2190 46.7801 
Whale 95.0978 2.9662 1095 73.390 

0 
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A list of 337 features selected by the WFSFA-
ELM algorithm is listed in Table 5. 
 

 
 

 
  According to the literature, there is no feature 
selection method using the firefly algorithm with 
the CICInvesAndMal2019 dataset; hence, a 

Tab.4 Comparison of similar works 

Paper, Year Classifier Accuracy 

[14], 2020 RF 90.88% 

[15], 2015 Nearest Neighbor 94.37% 

[21], 2017 SVM 94.49% 

[17], 2019 LDA 94.64% 

[22], 2018 SVM 94.72% 

[25], 2021 DT 95.92% / 375 

This paper ELM 95.28%/ 337 
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comparison of similar work based on accuracies 
is shown in Table 4. 
 
6. Conclusion 
In light of increased smart phone usage, Android 
malware detection using various machine 
learning techniques plays a crucial role in 
safeguarding user data. Owing to the flexibility 
of adding new features to the Android operating 
system, the number of permissions to be 
validated is increasing at a high dimension. This 
study explores three evolutionary computational 
algorithms, namely, firefly, bat, and whale 
optimization algorithms embedded with 
wrapper-based classifiers. The extensively used 
high-dimensional data CICInvesAndMal2019 
with 4115 features was employed in the 
experiment. Seven different classifiers, such as 
KNN, DT, LR, SVM, GB, RF, and ELM are used 
as wrapper classifiers for classification 
evaluation with the features selected using 
WFSFA, WFSBAT, and WFSWOA. The 
WFSWOA and WFSFA algorithms with an 
extreme learning machine as wrapper classifiers 
obtained better classification accuracy with a 
reduced subset of features. The WFSWOA-ELM 
obtained an accuracy of 95.09% with 1095 
features, and the WFSFA-ELM obtained 95.28% 
with 337 features. The WFSFA-ELM accuracy 
of 95.28% was approximately equal to the 
accuracy of 95.92%. However, the WFSFA-
ELM performed well in reducing the overall 
search space dimensionality by 91.81% with a 
chosen 337 feature subset, which is better than 
the 375 feature subset chosen by [25] 
theCICInvesAndMal2019 dataset. The results 
showed that the WFSFA outperformed the 
WFSBAT and WFSWOA algorithms when 
tested with 50 agents and 50 iterations on a high-
dimensional feature dataset. Future work 

includes the design and experimentation of 
feature selection techniques combining both 
filter-and wrapper-based methods to improve the 
efficiency of feature selection methods. In 
addition, behavior analysis to monitor real-time 
data for Android malware classification should 
also be investigated. 
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