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ABSTRACT 

Information retrieval system plays a major role in the real world which aims to focus and 
retrieve the similar documents from the web sources that matches with the user query. In our previous 
research method fast and accurate retrieval of similar documents from the web sources is ensured by 
introducing the method namely Improved Information Retrieval System using Cooperative 
Ontological based User Profile Construction (IIRS-COUPC). However in this research method, 
privacy violation of the proposed research method doesn’t focused. And also this research method 
might degrade in its profile construction performance which is rectified in the proposed research 
methodology. This is focused and achieved in the proposed research method by introducing the 
Customized Privacy Based Personalized Document Retrieval (CPBPDR). In this research method, 
initially improved hierarchical user profile construction is performed to ensure the optimal retrieval of 
documents from the web sources in the faster way. And the user’s customized requirement about their 
privacy is gathered and it is ensured by hiding those customized requirements to the other users. The 
privacy is obtained by getting the privacy requirement from the users and then the corresponding 
privacy attributes are generalized. By doing so better privacy can be obtained by not leaking the 
information to the other users. This research method ensures the optimal, accurate and faster retrieval 
of matching documents from the web sources. The overall implementation of the proposed research 
method is done in the java simulation environment from which it is proved that the proposed research 
method leads to provide the optimal outcome than the existing research techniques with improved 
accuracy and lesser execution time.  

Keywords: customized privacy requirements, information retrieval system, hierarchical user profile, 
generalization 
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信息检索系统在现实世界中发挥着重要作用，旨在从与用户查询匹配的网络源中集中并检索

相似的文档。在我们之前的研究方法中，通过引入使用基于协作本体的用户配置文件构建（

IIRS-COUPC）的改进信息检索系统的方法，确保了从网络资源中快速准确地检索相似文档。

然而，在这种研究方法中，对所提出的研究方法的隐私侵犯并不关注。而且这种研究方法可

能会降低其轮廓构造性能，这在所提出的研究方法中得到了纠正。通过引入基于定制隐私的

个性化文档检索（CPBPDR），在所提出的研究方法中重点并实现了这㇐点。在该研究方法

中，进行了初步改进的分层用户配置文件构建，以确保以更快的方式从网络资源中优化检索

文档。并且收集用户对其隐私的定制要求，并通过将这些定制要求隐藏给其他用户来确保这

㇐点。隐私是通过获取用户的隐私需求，然后泛化相应的隐私属性来获得的。通过这样做，

可以通过不将信息泄露给其他用户来获得更好的隐私。这种研究方法可确保从网络资源中优

化、准确和快速地检索匹配文档。所提出的研究方法的整体实现是在java仿真环境中完成的

，证明了所提出的研究方法比现有的研究技术提供了最佳的结果，具有更高的准确性和更少

的执行时间。 

关键词：定制化隐私需求，信息检索系统，分层用户档案，泛化 

I. INTRODCUTION 

The size and the pace of growth of the 
world-wide body of available information in 
(text and a/v) digital format constitute a 
permanent challenge for content retrieval 
technologies[1]. People have instant access to 
unprecedented inventories of content world-
wide, just a few clicks away from their office, 
their living room, or the palm of their hand[2]. In 
such environments, users would be helpless 
without the assistance of powerful searching and 
browsing tools to find their way through[3]. In 
environments lacking a global organization, with 
decentralized content provision, dynamic 
networks, etc., query-based and browsing 
technologies often find their limits[4]. 

Personalized content access aims at 
enhancing the information retrieval (IR) process 
by complementing explicit user requests with 
implicit user preferences, to better meet 
individual user needs[5]. The combination of 
long-term and short-term user interests that takes 
place in this interaction is delicate and must be 
handled with great care in order to preserve the 
effectiveness of the global retrieval support 
system, bringing to bear the differential aspects 
of individual users while avoiding to distract 
them away from their current specific 
goals[6].PIR systems generally pass through 
three stages in order to provide their personalized 
service[7]. The first stage is information 
gathering, where different tools and approaches 
are used to collect information about the users. 
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The second stage is information representation, 
where different modeling approaches and data 
structures are used to represent the information 
that was gathered about the user. The third stage 
is the implementation and execution of 
personalization, where different approaches are 
used to adapt the user’s query or the results[8]. 

Context is an increasingly common 
notion in Information Retrieval[9]. This is not 
surprising since it has been long acknowledged 
that the whole notion of relevance, at the core of 
IR, is strongly dependent on context – in fact it 
can hardly make sense out of it[10]. Several 
authors in the IR field have explored approaches 
that are similar to ours in that they find indirect 
evidence of searcher interests by extracting 
implicit meanings in information objects 
manipulated by users in their retrieval tasks[11]. 
A first distinctive aspect in our approach is the 
use of semantic concepts, rather than plain terms 
(i.e. keywords), for the representation of these 
contextual meanings, and the exploitation of 
explicit ontology-based information attached to 
the concepts, available in a knowledge base[12]. 
This extra, formal information allows to 
determine the set of concepts than can be 
properly attributed to the context, in a more 
accurate and reliable way (by analyzing explicit 
semantic relations) than the statistical techniques 
used in previous proposals, which e.g. estimate 
term similarities by their statistic co-occurrence 
in a content corpus[13].  

On another angle, our approach is novel 
in that it combines the implicit context meanings 
collected at runtime, with a persistent, more 
general representation of user interests, learned 
by the system over a period of time or provided 
manually by the user, prior to a search session. 

The benefit is twofold: the personalization 
techniques gain accuracy and reliability by 
avoiding the risk of having locally irrelevant user 
preferences getting in the way of a specific and 
focused user retrieval activity. Inversely, the 
pieces of meaning extracted from the context are 
filtered, directed, enriched, and made more 
coherent and senseful by relating them to user 
preferences.This paper presents a personalized 
information retrieval approach based on end user 
modeling. The proposed approach personalizes 
data retrieval using implicit user information and 
interests measurements. 

The overall organization of the research 
method is given as follows: In this section 
detailed introduction about the information 
retrieval system and their applications has been 
given. In section 2, discussion about the varying 
related research methodologies is given with 
suitable examples and explanation. In section 3, 
detailed discussion about the proposed research 
method along with suitable examples and 
explanation has been given. In section 4, 
experimental outcomes of the proposed research 
methodology is given with the obtained 
simulation outcome. Finally in section 5, 
conclusion about the proposed research 
methodology has been given based on results 
obtained from the proposed research method.  

II. RELATED WORKS 

In this section, we describe the current 
status of user profile-based personalized 
information retrieval systems with their 
problems. In general, most personalized 
information retrieval systems use both the user 
preference profile method and the filtering 
method that is commonly used in 
recommendation systems. 
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In [14], the system uses a user profile 
approach to minimize the difference between 
users‟ perception and the physical features of 
data in an information retrieval system. By using 
the user profile method, the system could provide 
more suitable search results to users. The 
approach in this system just learns the created 
user profiles using machine learning technology. 
Therefore, if the user profiles have incorrect 
information then the system gives irrelevant 
results to users. Users can only obtain the 
information indicated in their profiles and have 
no chance of exploring new information they 
might desire. 

The study in [15] focuses on utilizing 
clickthrough data to improve the performance of 
Web search. Since millions of searches are 
conducted every day, a search engine 
accumulates a large volume of clickthrough data, 
which records who submits queries and which 
pages he/she clicks on. The clickthrough data is 
highly sparse and contains different types of 
objects (user, query and Web page), and the 
relationships among these objects are also very 
complicated. 

[16] focuses on how to model the user 
and his/her context in an extensible way that can 
be interpreted and used for personalization. It 
describes the architecture that provides 
personalization facilities based on the contextual 
user model for tourism usage. User modeling 
begins with the creation of a user profile. Here, 
each user profile is created based on the 
ontology, and is used to influence the current 
context of the user. The ontology includes pairs 
of context and user behaviors in the past, and 
influences users‟ current context and behaviors. 
Therefore, the proposed system can provide 

personalized information by modeling based on 
the ontology. 

[17]is working on a new system which 
learns to improve retrieval effectiveness by 
integrating the following factors: A. The user 
characteristics (user model or user profile). B. 
The characteristics in the interaction of the other 
users (social IR, stereotypes and collaborative 
information retrieval). C. The context of the 
research (context modeling). Such system may 
have the potential to overcome the current 
plateau in ad-hoc retrieval. 

[18] proposed a novel approach to user 
profile modeling. In this model, user's interests 
are modeled by a multi-layer tree with a 
dynamically changeable structure, the top layers 
of which are used to model user interests on fixed 
categories, and the bottom layers are for dynamic 
events. Thus, this model can track the user's 
reading behaviors on both fixed categories and 
dynamic events, and consequently capture the 
interest changes. A modified CF algorithm based 
on the hierarchically structured profile model is 
also proposed. 

III. CUSTOMIZED PRIVACY BASED 
PERSONALIZED DOCUMENT 
RETRIEVAL SYSTEM 

In this research method, initially 
improved hierarchical user profile construction is 
performed to ensure the optimal retrieval of 
documents from the web sources in the faster 
way. And the user’s customized requirement 
about their privacy is gathered and it is ensured 
by hiding those customized requirements to the 
other users. The privacy is obtained by getting 
the privacy requirement from the users and then 
the corresponding privacy attributes are 
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generalized. By doing so better privacy can be 
obtained by not leaking the information to the 
other users. This research method ensures the 
optimal, accurate and faster retrieval of matching 
documents from the web sources. The overall 
flow of the proposed research method is shown 
in the following figure 1. 

 

Figure 1. Overall flow of proposed research 
method 

3.1. USER INTERACTION BASED 
HIERARCHICAL USER PROFILE 
CONSTRUCTION 

The main input in our system for building 
a user profile are documents a user has retrieved 
for atleast a minimum amount of time (2 times). 
The system classifies each document into the 
mostsimilar concept in a predefined hierarchy of 
concepts, or ontology. The process of building 
the profileconsists of 3 phases: 

1) training the classifier; 

2) collecting user data and 

3) classifying the documents from the collected 
sources. 

Ontologies: Ontology is a specification of 
concepts and relations between them. It defines 
“contentspecificagreements” on vocabulary 

usage, sharing, and reuse of knowledge. It isused 
to alleviate the communication problems 
between systems due to ambiguous usage of 
differentterms. When building user profiles, 
ontologies are used to address the so-called 
“cold-start problem”. When initially learning 
user interests, systems usually perform poorly 
untilthey collect enough relevant information. 
Since initial behavior information is matched 
with existing concepts and relations between 
them, using ontologies as the basis of the profile 
helps to avoid or easethis problem. In our case, 
we use the Open Directory Project concept 
hierarchy (andassociated, manually classified 
documents) as our reference ontology. For these 
experiments, weused the top 3 levels of the 
concept hierarchy only. Based on previous 
experiments, this set of concepts was further 
restricted to only those concepts that had 
sufficient trainingdata (at least 30 pages) 
associated with them. This resulted in a total of 
2,991 concepts andapproximately 125,000 
training documents in the reference ontology. 

Training the classifier: In order to train the 
classifier for each concept, all thedocuments 
available as training data fora particular concept 
are merged together to create a superdocument. 
This creates a collection ofsuperdocuments, one 
per concept, that are preprocessed to remove 
stopwords and stemmed using thePorter stemmer 
to remove common suffixes. After 
preprocessing, thesuperdocuments go through an 
indexing process to calculate and save vectors for 
each concept thatstore the weight of each 
vocabulary term in that concept. Thus, each 
concept is treated as ndimensionalvectors in 
which n represent the number of unique terms in 
the vocabulary. Each termweights in the concept 
vectors are calculated using tf*idfand normalized 
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by their length. In moredetail, uwij, the 
unnormalized weight of term i in concept j, is 
calculated as follows: 

uwij= tfij* idfi 

where 

tfij= number of occurrences of tiin sdj 

sdj= the super document used for training 
concept j 

idfi= log 
#     

#         
 

wij, the final normalized weight for term iin 
concept j, is calculated as follows: 

w =  
w

∑ w∈

 

Collecting data: In this phase, training 
document were collected from the web 
source.The British Broadcasting 
Corporation (BBC) is a British public service 
broadcaster. It is headquartered at Broadcasting 
House in London, is the world's oldest national 
broadcasting organization, and is the 
largest broadcaster in the world by number of 
employees, with over 20,950 staff in total, of 
whom 16,672 are in public sector 
broadcasting; including part-time, flexible as 
well as fixed contract staff, the total number is 
35,402.  

The BBC is established under a Royal 
Charter and operates under its Agreement with 
the Secretary of State for Culture, Media and 
Sport. Its work is funded principally by an 
annual television license fee which is charged to 

all British households, companies, and 
organizations using any type of equipment to 
receive or record live television broadcasts. The 
fee is set by the British Government, agreed 
by Parliament, and used to fund the BBC's 
extensive radio, TV, and online services covering 
the nations and regions of the UK. Since 1 April 
2014, it has also funded the BBC World 
Service (launched in 1932 as the BBC Empire 
Service), which broadcasts in 28 languages and 
provides comprehensive TV, radio, and online 
services in Arabic, and Persian. 

Two news article datasets, originating 
from BBC News, provided for use as 
benchmarks for machine learning 
research.  These datasets are made available for 
non-commercial and research purposes only, and 
all data is provided in pre-processed matrix 
format.  It consists of 2225 documents from the 
BBC news website corresponding to stories in 
five topical areas. Natural Classes: 5 (business, 
entertainment, politics, sport, tech) [15] 

Classifying the documents: Documents and 
concepts are represented as in the vector space 
model and the similarity iscalculated as cosine 
between the vectors. The top matches are 
identified using k-nearest-
neighborssinceprevious work showed this to 
outperform the Bayesian classification. Similarto 
the preprocessing done on the concept 
superdocuments, each of the documents 
collected for a userare preprocessed to remove 
stopwords and then stemmed. The weights for all 
remaining words in the documents are calculated 
using formula (1) and then the words are sorted 
by weight. Since the wordsare all selected from 
the current document, the length of the document 
is a constant and normalizationis not done. Based 
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on earlier experiments, the highest weighted 20 
words areused to represent the content of the 
document. Classification thus consists of 
comparing the vectorcreated for the document 
with each concept’s vector (created and stored 
during training) using thecosine similarity 
measure. In more detail, the similarity between 
concept cand documentpkiscalculated as follows: 

similarity c  , p =  c  °  p =  w ∗ p  

where 

n = number of unique terms in the vocabulary 

wij=the normalized weight of termi in concept j 

pik= the unnormalized weight of termi in page k 

After calculating the similarity between 
the document and all the concepts, the results 
aresorted and the document is classified into the 
top-matching concept in the ontology together 
with itssimilarity/weight. The same process is 
repeated for each document visited by the user. 
The weights fromall the documents that match 
the same concept are accumulated. For each 
concept in the ontology, itsweight is calculated 
as sum of all its children’s weights and its own 
weight. At the end of this process,the classifying 
agent has created a user profile consisting of all 
concepts with non-zero weights. 

3.1.1. PROFILE IMPROVEMENTS 

The main contribution of this work is to 
report on experiments designed to 
evaluateimprovements to the profile generated. 
In earlier work, ontology-based user profiles 
were shown to improve the search results (by re-

ranking and filtering).Those studies indicated 
that further improvement might be possible if the 
profile was more accurate.Thus, the aim of this 
work is profile improvement. In particular the 
questions we address are: 

·  When does the profile become stable and start 
to accurately represent the user interests? 

·  What rank ordering of the concepts of interest 
produces most accurate profile? 

·  Is it possible to detect non-relevant concepts 
and prune them from the profile? 

· How many levels from the ontology are 
enough/necessary to build more accurate profile? 

Profile convergence: Every time a new 
document is classified, it either adds a new 
concept to the user profile or it getsassigned to an 
existing concept whose weight and number of 
documents are increased. Ourexpectation is that 
although the number of concepts in the user 
profile will monotonically increase,eventually 
the highest weighted concepts should become 
relatively stable, reflecting the user’s 
majorinterests. In order to determine how much 
of the user’s browsing history we need to obtain 
arelatively stable profile, we evaluated the 
metrics based on time and number of visited 
documents. In bothcases, we measured the total 
number of non-zero concepts and the similarity 
between top 50% of theconcepts over time to see 
if we could determine when (and if) profiles 
become stable. 

Improving profile accuracy: The concepts in 
the user profiles can be rank-ordered by the 
concepts’ weight or the number ofdocuments 
associated with that concept. We evaluated 
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which rank orderingproduced the more accurate 
profile by calculating the F-measure for each 
profile when concepts wereordered by weight 
and when they were ordered by the number of 
documents. In addition, we alsocalculated the 
average rank of the non-relevant concepts in the 
user profiles for each ordering. Onegoal of rank-
ordering the concepts by importance were to use 
this information in order to prune thelower-
ranked concepts to produce a more accurate 
profile. Thus, we evaluated theaccuracy of the 
profile using the F-measure at various cutoffs 
based on the percentage of conceptskept. The 
percentage with highest F-measure would 
determine a cut off value that gives mostaccurate 
profile. We also wanted to determine whether or 
not it is better to have a more detailedprofile with 
some non-relevant concepts or to increase 
accuracy by using a more shallow profile. 

3.2. CUSTOMIZED PRIVACY 
PRESERVATION 

There are sensitive values that are 
specified by users for their search to retrieve the 
relevant values. In thisphase the user has to 
specify sensitive values for every topic. The cost 
(c) for each value should be computedfor each 
topic as follows 

c (t) = ∑ c (t ) ∗ p (t |t)∈  ( , )  

Once the customized profile is created with the 
cost then the online phase is executed. 

3.2.1. ONLINE PHASE 

In this phase, query mapping and generalization 
of profile is done. 

Query Mapping: For every query q, the query 
mapping is done with 2 steps. First, the subset S 

from the hierarchy H isidentified relevant to q. 
Second, the related values between q and H are 
obtained. For example, consider thetable 1 for 
the values of Computer Science. 

Table.1 Query Mapping 

Topics Relevan
t Set 

Top/Education/Engineering/Comp
uter Science 

35 

Top/Education/Arts/Computer 
Science 

23 

Generalization of profile: The profile 
generalization is implemented to preserve the 
privacy of users profile during the search. It is 
donebased on the metrics of utility and privacy 
with generalization algorithms. 

3.2.2. GENERALIZATION 

The critical metrics for generalization 
and two generalization algorithms called Greedy 
DiscriminatingPower and Greedy Info Loss are 
proposed in this section. 

Metric for utility:The quality of search is 
predicted with the utility metric because the 
quality of search depends on theuser’s search in 
the personalized web search engine. We estimate 
the Discriminating Power of a query for aprofile 
instead of utility prediction when the specific 
topics are observed more or the topics are similar 
or afew topics are concentrated more. The utility 
metric is estimated with information content 
which identifies thespecific topic using eq.3 and 
profile granularity that calculates the probability 
distribution using eq.4 
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IC (t) = log-1p (t) 

Metric of Privacy: The privacy metric is to 
estimate the privacy risk. The privacy risk is 
evaluated based on the sensitivevalue of a profile 
that can be exposed from the root node of 
hierarchy H. From the profile, the 
unnormalizedrisk is calculated using eq.5. The 
normalized risk from total sensitivity of H is 
calculated using eq.6 

ur (t, profile)

=  

c(t)             if t is lead node

ur (t , profile)       else

∈ ( , )

 

nr (q, profile) =  
ur (root, profile)

∑ Sensitive (s)∈
 

Where nr is always in the interval [0,1]. 

Greedy Discriminating Power Algorithm:The 
Greedy Discriminating Power Algorithm is used 
for generalizing the data. It is a greedy algorithm 
whichgeneralizes the data in bottom up manner 
in the hierarchical structure of the user’s profile. 
It starts from theleaf node and the pruning of the 
profile’s data is done with repeated iteration for 
better data utility and privacyof the user’s profile. 
For all user profiles it requires re-computation 
for pruning from leaf node to root node.The 
disadvantage of this algorithm is it requires more 
memory space and computations. 

Greedy Info Loss Algorithm:The Greedy Info 
Loss Algorithm is used for more efficient 
generalization which uses heuristics for 
pruning.Here the priority of user’s profile is 
maintained in the queue for pruning till the end 
of all iterations forgeneralizing the user’s profile. 
It also identifies the specific topic of the user’s 

profile search from the prunedleaf. The 
computation is simplified than Greedy 
Discriminating Power algorithm. 

IV. RESULTS AND DISCUSSION 

The experimentation of the proposed 
system is executed in the java simulation 
environment for the specified data set with 
several topics. The data set taken in this research 
is BBC news data set. Here the news gathered in 
the multi nations is present underneath diverse 
topics for instance politics, social, games and so 
on This comparison assessment is done among 
proposed methodology that is to say Customized 
Privacy Based Personalized Document Retrieval 
(CPBPDR) and the previous methodologies that 
is to say Improved Information Retrieval System 
using Cooperative Ontological based User 
Profile Construction (IIRS-COUPC), User 
Profile Construction (UPC) and Information 
Retrieval System using Differential Weighting 
Scheme (IRS-DWS).Performance assessment of 
the proposed work is carried out dependent upon 
Precision, Recall, Accuracy and F-measure 
parameters. Precision measure is computed 
dependent upon the equation 10  

Precision=  (10) 

Recall is computed by the equation 11 

Recall =  (11) 

Accuracy is computed by the equation 12  

Accuracy =  (12) 

F-Measure is computed by the equation 13 
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F=2.
.

 (13) 

Here tp – True Positive (Correct result), 
tn – True Negative (Correct absence of result), 
fp – False Positive (Unexpected Result), fn – 
False Negative (Missing result). The simulation 
outcomes for the assessment of the research work 
in opposition to a variety of performance 
measures such as Precision, Recall and 
Accuracy.This technique creates high accuracy 
rate while matched up with previous system. 
Accuracy is described as correctness of the 
proposed methodology to get back the exact 
documents which fine fulfills the user requisite 
resourcefully. The accurateness of the 
methodologies is computed for the dissimilar 
topics concerned in the BBC news dataset for 
instance politics, entertainment, business, sports 
and technology. The comparison assessment of 
research CPBPDR and previous techniques 
IIRS-COUPC, UPC and IRS-DWS is exposed in 
Figure 3. 

 

Fig. 3: Accuracy Comparison 

Figure 3 explains the accurateness 
comparison outcomes where presented CPBPDR 
gives 96.2% accuracy compared to the previous 
methodologies UPC and IRS-DWS with the 
improved percentage of 5-12% for accuracy 
parameter. 

 

Fig. 4: Precision Comparison 

Figure 4 depicts the precision comparison 
outcomes where presented CPBPDR gives 
97.6% precision that does superior with 
improved percentage of 7-15% compared to the 
previous research methodologies. 
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Fig. 5: Recall Comparison 

Figure 5 depicts the recall comparison 
outcomes where the proposed CPBPDR yields 
95.6% recall value that works superior with 
improved percentage of 5-7% for recall 
parameter. 

 

Fig. 6: F-measure Comparison of Similarity 
Measures 

Figure 6 depicts the F-Measure 
comparison outcomes where the presented 

CPBPDR exhibits 94.56% performance 
enhancement compared to the previous research 
methods in words of improved F-Measure value. 

V. CONCLUSION 

In this research method, initially 
improved hierarchical user profile construction is 
performed to ensure the optimal retrieval of 
documents from the web sources in the faster 
way. And the user’s customized requirement 
about their privacy is gathered and it is ensured 
by hiding those customized requirements to the 
other users. The privacy is obtained by getting 
the privacy requirement from the users and then 
the corresponding privacy attributes are 
generalized. By doing so better privacy can be 
obtained by not leaking the information to the 
other users. This research method ensures the 
optimal, accurate and faster retrieval of matching 
documents from the web sources. The overall 
implementation of the proposed research method 
is done in the java simulation environment from 
which it is proved that the proposed research 
method leads to provide the optimal outcome 
than the existing research techniques with 
improved accuracy and lesser execution time.  
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