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Abstract: This research improves the Savitha Bhallamudi technique by randomizing the hiding places of
bits in the cover image. To enable the main quality characteristics of the image, the following steganography
algorithms were used: hiding capacity, perceptual transparency, robustness, and resistance against attack. This
method, using the Savitha technique, is based on the least significant bit (LSB) system. The LSB system involves
sequentially hiding secret data in the LSB of the image. The main idea of the proposed method is to enhance
security by embedding the bits in an image randomly, depending on the value of different bytes of the original
(cover) image. This methodology was developed in stages, with the first process hiding data randomly in the images
by checking the first byte of the original image only. The second process goes through some bytes in the cover
image and hides data based on the value of these bytes. With this new method, results were tested on a sample of
ten images. The evaluation of the effectiveness of this method’s experimental results was confirmed by using the
calculations of two metrics: mean squared error (MSE) and peak signal-to-noise ratio (PSNR). The achievement of
better outcomes from the proposed method could improve the results of MSE, provide better visual quality (PSNR),
and be used for comparison to the original Savitha method. The new results reveal the improvement of the amount
of randomness that can reduce the level of capacity and enhance security (MSE average is 27.8 using the Savitha
technique; MSE is 21.1 using the first enhanced method). The new results further illustrate that steganography
performed by random bits-hiding is less prone to attack compared to sequence embedding as it is difficult to
recognize the pattern used in hiding the secret message.
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Introduction

Steganography techniques have recently drawn the
attention of researchers due to their use in concealing
messages within mediums without leaving any tracks
in the original message. The word steganography,
meaning concealed writing, originated from the Greek
language [1]. Steganography finds its application in
hiding a message in a cover image so that its existence
is not noticed [2]. This technique is countered by
steganalysis, which is used to explore and estimate
hidden messages or communication. A departure from
the days when tattoos and invisible inks were used to
uncover steganographic content, networking and
computer technologies today provide easy channels for
steganography [4].

A significant challenge in the internet world is
maintaining privacy and anonymity. Information
explosion is a boon to the security and data-hiding
sector where people desperately need to maintain
confidentiality and integrity of information. This
demand has moved the scientific community to explore
the areas of cryptography, steganography, digital
signatures, fingerprinting, and watermarking [3].

Internet science and multimedia technology are
growing at a speed beyond imagination; with digitized
texts, audio, video, and images being exchanged
rapidly in daily life. These are transmitted through a
vast network of computers Internet of Things (loT) and
devices, whose security systems are still not up to the
expectation and demand of users. The ability of
unauthorized users to capture data is a challenge being
faced by the network security team, and, steganography
and cryptography help to meet it to some extent [5].

Many techniques of steganography were set to
hide secret data into cover media. Least Significant Bit
(LSB) substitution is a popular algorithm that is used
by many techniques. Some of those algorithms are as
simple as hiding & Seek algorithm, which is based on
sequential hiding that makes it easy for the intruder to
uncover the secret data. Randomly hiding the bits will
enhance the level of security of these algorithms and it
makes it hard to uncover the secret data. This research
uses the Savitha algorithm to apply this idea to improve
and enhance this algorithm with more security and
robustness.

The main objective of this research is to enhance
security in the existing technique using the LSB
method with notifying the capacity value. Much work
has been done in random techniques with specific
patterns, and the objective of this work is to use the
total pattern on a random basis. This will depend on

checking the first values of bits to decide on hiding it
or moving it to the next byte.

1 Method

The technique proposed in our research uses the
images as cover media. Both cover and message
images are read at first to store the size of them to carry
out the embedding process later. Then, the embedding
process is started and a specific pattern of
randomization is chosen as we applied two different
techniques that differentiate in the level of
randomization. The main changing point between them
depends on the statement location, which determines
the pattern. In the end, the result of the embedding
process is the stego image that contains the secret
image and will be extracted in the extracting step to
produce the secret message.

1.1 Framework of the Proposed Technique

1. Find appropriate images for testing the
proposed method (ex. Benchmark).

2. Adapt the existing algorithm “Savitha
Bhallamudi” which sequentially hides the secret
message.

3. Manipulate the code to make the embedding
look random.

4. Test the results by calculating PSNR and MSE
with different images to get better comparisons.

5. After results, compare different values of
PSNR and MSE from different images, to evaluate and
prove the effectiveness of the proposed technigque

Figure 1 indicates the main steps of the proposed
technique.

Secret image
G
Embedding (Randomnezz) Extracting
r \
Cover Image ‘ ~

Fig.1 Main steps in proposed technique

1.2 Highlights of the Proposed Technique

- Cover and message images are converted from
RGB to grayscale, to reduce the complexity in code
(loss of contrast, sharpness, shadow, and structure of
the color image).

- The cover and message images are extracted and
divided into a new variable applying AND operation
with binary numbers, to produce less affected results.

- Both cover and message will be in binary format
for matching.

- To achieve randomness, condition statements are
based on two levels (image level and image byte level).
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- A stego image is the result of an embedding
process that is less likely to be detectable by visual
imperceptibility and the PSNR metric.

1.3 Embedding Process

In our research of hiding data, we conceal the secret
data bits into the least four significant bits (right-most
bits), depending on the method used, the first with less
randomness or second where more randomness is
applied. Images are chosen as cover mediums. Before
the embedding process starts, variables are initialized
to store the sizes of cover and message image and
converted both to grayscale to get rid of any sharpness,
shadow, or any other image that might affect the results
of the embedding process. Further, the part of the
randomness process is initiated by choosing specific
values for the new variable responsible for not hiding
in some location. These variables identify the capacity
values. The variable will contain two values, first, the
initialized one and the second one based on the value of
byte changed. Later, a checking process will go on in
the first randomness technique where less
randomization is applied. Only the value of the first
byte in the image is checked. If it is more than 128, the
variable of not hiding will be changed to another value
that leads to not hiding in the first byte of an image.
The second enhanced technique then applies the
checking process of the value of each byte in the
image. So the process is conducted by iteration by
going through all the bytes of image size. If the value
of the bytes is more than 128, the hiding variable is not
changed to another value. Essentially, inside the loop
statement, a MOD operation is calculated by taking the
value “J” which refers to the matrix index of an image
that undergoes constant change with not hide variable.
The result is then checked. If the result value is not
equal to zero, the hiding process case is applied.
Otherwise, the hiding process will be in original bits of
the cover image (not hidden).

The embedding process and value checking go
through all image sizes until the loop finishes. Then,
the four bitplanes of the cover image are extracted to
combine the data of the cover and message image
acquired in the last step. This process is done by
creating a new blank space, with a size equivalent to
that of the cover image. Bit operations are applied to
combine the cover and message images.

The enhanced technique generally consists of two
major phases: embedding the secret message inside the
cover image using randomized factors, and extracting
the message from the cover media.

1.4 Randomness

Most of the Least Significant Bit techniques involve
embedding the secret data within the pixels of an image
in a sequenced pattern. The proposed techniques are

hiding or not hiding randomly pixels in the image bits,
based on the algorithm used. Two steps are added to
enhance the hiding process. The first step is the
initialization of the variable to hold the values of
capacity that indicate the location of not hiding; these
can be of any value. The variable then is placed two
times. For example, in the first place, a default value of
50 is assigned, then it is changed based on the method
used. The second step is applying the Mod function.
The two factors used in the Mod formula are the value
of the "j" field, which indicates the counter of an image
matrix. The second factor is the "no hiding" variable.
The function counts and checks the result until the
counter ends upon reaching the last row of the image
size.

A randomness pattern is applied on two levels
during the embedding process: first in the level of the
image, and then in the level of the bytes of an image.
Both methods embed the secret message bits in a
normal (sequential) manner, but in some specific
locations not hidden.

The first method uses the randomness pattern by
checking only the value of the first byte. If it is higher
than the (specific value), the "no hide" variable is
changed to a different value, while the second
enhanced method does not just check the first value of
the byte, However, the checking process runs in a loop
to iterate through all image byte values. The "no hide"
variable is changed and stored based on that specific
value, and each byte has a different value. Therefore,
for example, the variable value could be either 50 or
25. After that, the Mod operation occurs to decide
between hiding or not hiding, by calculating the Mod
of the row's matrix values with the "no hide" variable
value. If the results are not equal to O, the bit hiding
process continues, otherwise it ends.

1.5Pseudo Code
1.5.1 Embedding Phase Pseudo Code

Embedding Input: Cover image C, secret image M.

Convert cover and message to grayscale.

Calculate the size of C and M.

Initialize condition variable (no hide mode) with
value.

If first byte greater than 128 then

Set condition variable to other capacity value.

Duplicate the size of the message and cover to new
variables

For row counter to the height of message image

For column counter to the width of message image

If result of Mod (column counter and not hide
mode) Not equal to 0

hide normal case

else

do not hide, use the original bit from the cover
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End
End

1.5.2 Extracting Phase Pseudo Code

Extracting Input: Stego image

Calculate the width and height of cover and
message images

Initialize condition variable (no hide mode) with
value

If first byte greater than 128 then

Set condition variable to other capacity value

For row counter to the height of message image

For column counter to the width of message image

If the result of Mod (column counter and not hide
mode) Not equal to 0

Extract Eighth-bit blanes of stego image

Initialize message variable with 8-bit
multiplied with binary values

blans

2 Experiments

In this part of the research, we present the
experiments that have been done and discuss the
results. To measure how efficient our enhanced
algorithms are, the algorithms have been tested over a
dataset of secret images. Our dataset consists of ten
grayscale images, which are gathered from two
sources. The first source is the BOSSbasel.01 datasets,
which contain the famous images globally used for
steganographic algorithms evaluation such as Lyena.
The sizes of the images are modified to make them
suitable for the Savitha algorithm, as it required the
cover message image to be in same size. Secondly,
some random images were collected from the Internet.

Since we embed the secret data inside the bytes that
consist of the pixels, the number of bytes that can be
used depends on the number of pixels in the cover
image. Since the algorithm embeds in the spatial
domain, cover and message images used the grayscale
function to lose any effect of the images. All the
images chosen were of the same type, JPG, to make the
type of image a fixed factor through the experiments.
The images consist of images with dimensions of
449x455. All the cover images are shown below in
Table 1.

Table 1 Sample of images used in testing (BOSShasel.01 dataset)

No Type  Dimensions Number of Image
(pixel) Bytes
1 JPG 449 x 455 449 x 455

2 JPG 449 x 455 449 x 455
3 JPG 449 x 455 449 x 455
4 JPG 449 x 455 449 x 455
5 JPG 449 x 455 449 x 455
6 JPG 449 x 455 449 x 455
7 JPG 449 x 455 449 x 455
8 JPG 449 x 455 449 x 455
9 JPG 449 x 455 449 x 455
10 JPG 449 x 455 449 x 455

3 Imperceptibility and Detectability
Results

For performing the experiments, we embedded all
the secret data made up of images into the cover
images. As all the secret images were not used in the
hiding process, only the first four bits of each byte are
considered for the embedding process because only the
important bits that hold the important parts of an image
are considered. Besides, as we are applying the
randomness technique, not every byte is included in the
secret data. So, it is necessary to leave some parts of
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secret images that are considered as not important data
and located in the last bits of the byte.

For each secret image, the data that was embedded
decreased by approximately 20% of the capacity in the
enhanced algorithm instead of the 50% of the original
algorithm (Savitha) to achieve a better secure hiding
process by applying the randomness. Then, MSE and
PSNR values are calculated for each secret image to

measure the imperceptibility and the impact of the
hiding process. Tables 2, 3 and 4 show the results of
different capacity values. In this experiment, the image
(Lena.jpg), shown in Figure 2, is used as a cover
image. Ten images are used in parallel as the image of
a message for the hiding process and to test the
effectiveness of the proposed technique.

Table 2 MSE, SNR and PSNR of capacity (97%)

MSE SNR PSNR
Old R1 R2 Old R1 R2 Old R1 R2
Imgl 10.1 9.17 9.99 7.79 14.2 13 7.78 14.4 14.1
Img2 55.2 498 54.3 13.2 6.88 6.51 15.3 6.98 6.98
Img3 37.09 334 36.71 10.5 8.61 8.21 12,0 9.03 8.45
Img4 11.17 10.0 10.98 9.49 13.8 13.4 9.54 13.9 13.6
Img5 19.87 17.8 19.7 9.83 11.3 10.9 10 114 111
Img6 232 20.9 22.8 10.2 10.6 10.2 10.4 10.7 10.4
Img7 9.84 8.89 9.66 10.1 14.3 14.0 10 14.6 14.1
Img8 38.23 344 37.8 10.5 8.48 8.07 11.1 8.45 8.45
Img9 28.67 25.8 28.2 105 9.73 9.35 10.7 10 9.54
Img10 37.40 33.7 36.9 10.8 8.58 8.18 10 9.03 8.45
Table 3 MSE, SNR and PSNR of capacity (92.5%)
MSE SNR PSNR
old R1 R2 old R1 R2 old R1 R2
Imgl 10.1 8.88 10.0 7.79 14.3 13.8 7.78 14.6 13.9
Img2 55.2 48.3 54.3 13.2 7.02 6.50 15.3 6.98 6.98
Img3 37.09 324 36.6 10.5 8.75 8.21 12.0 9.03 8.45
Img4 1117 9.80 110 9.49 139 134 9.54 14.1 1.36
Img5 19.87 17.3 19.8 9.83 114 10.8 10 11.7 111
Img6 232 8.63 22.8 10.2 14.5 10.2 10.4 14.7 10.4
Img7 9.84 334 9.67 10.1 8.61 14.0 10 9.03 14.1
Img8 38.23 334 379 10.5 8.61 8.07 11.1 9.03 8.45
Img9 28.67 251 28.3 10.5 9.86 9.34 10.7 10 9.54
Img10 37.40 32.7 36.98 10.8 8.70 8.18 10 9.03 8.45
Table 4 MSE, SNR and PSNR of capacity (90.6%)
MSE SNR PSNR
old R1 R2 old R1 R2 old R1 R2
Img1 10.1 9.78 9.99 7.79 13.9 13 7.78 14.1 14.1
Img2 55.2 53 54.3 13.2 6.6 6.51 153 6.98 6.98
Img3 37.09 35.6 36.71 10.5 8.3 8.21 12.0 8.45 8.45
Img4 11.17 10.7 10.98 9.49 13 134 9.54 13.8 13.6
Img5 19.87 19.1 19.7 9.83 11.0 10.9 10 11 111
Img6 232 22 22.8 10.2 10 10.2 10.4 10.4 10.4
Img7 9.84 9.48 9.66 10.1 14.0 14.0 10 14.3 14.1
Img8 38.23 36.7 37.8 10.5 8.20 8.07 11.1 8.45 8.45
Img9 28.67 276 28.2 10.5 9.45 9.35 10.7 9.542 9.54
Img10 37.40 35 36.9 10.8 8.30 8.18 10 8.45 8.45

Fig.2 Cover image used to test the proposed technique

Different capacity values are used by taking two
different values in the code. Five capacities are applied.
The first capacity value is found by taking the average
of 50 and 25, and the result is 97%. The second
capacity takes the values of 20 and 10; the third

capacity takes 16 and 8; the fourth capacity takes 8 and
4; the last capacity takes 4 and 2. The main principle
for using those values is that they must be known
values. At the same time, they must show clear results
of capacity, which is why the multiples of value are
taken, for example, in 97% capacity hiding process
going every time except in 25 or 50, 62% capacity, not
hiding between 2 or 4.

Three different experiments are implemented for the
ten images. The first one is the Savitha method, the
second experiment is an enhanced method with little
improvement over applying randomization, while the
third experiment applies more randomization as it
checks the value of each byte of an image.

Tables 2 to 4 in the appendix show the results of
MSE, SNR, and PSNR of three experiments. Each
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table has different capacity values, and the results in
general clarify that the values of MSE are going to
decrease when capacity is less.

Table 2 indicates the capacity of 97%. The first
column refers to images used in three different
experiments. The second column contains MSE values
which indicate the values of errors. It is divided into
three parts. The first part are the results of the Savitha
algorithm (explained in section 3), the second part is
related to the method of randomization, while the third
part is the second enhanced method. The third column
contains the results of SNR (quality of the image) of
three different experiments and the last column
includes the results of PSNR (peak value of SNR) of
three different experiments.

For MSE, which represents the statistical difference
between cover and secret images, as we see from Table
2, the MSE values of the secret images range from 5.09
as the smallest value to 52.7 as the largest value among
all the resultant stego images. Since the MSE value is
still less than MSE of Savitha results, it indicates that

the difference is marked even if it is negligible, and the
MSE values of our results satisfy that criterion, then
this is an indication that the statistical difference
between the cover and the secret images in average is
not too much, thus, the stego images are not
perceptually  detectable, which means high
imperceptibility.

For PSNR, which represents the similarity between
the cover and secret images, the values range from 6.98
as the smallest value to 17 as the largest value among
all the resulting stego images.

So, as we see from the results, the average of MSE
ranges from 14 to 28 and PSNR ranges from 9 to 14
when the hidden images fill 25% to 45% of the cover
image. This means both metrics MSE and PSNR
indicate that the algorithm works with good
imperceptibility. Figure 3 shows the chart of average
MSE increase in Savitha and the second enhanced
algorithms as the second technique which applied more
randomness compared to the first enhanced algorithm
which shows the better result of MSE and PSNR.
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Fig.3 MSE averages

In our experiments, we chose ten images to test the
results because we noticed that the change is too
slight. First of all, ten images were chosen to be
applied to the experiments, and the averages were
taken. The average of MSE for the ten images with
97% capacity was:

Old method: 27.077, Method 1 (R1): 25.89,
Method 2 (R2): 26.70

Then, five more images are added and the results
are shown as follow:

OIld method: 28.34333, Method 1 (R1): 27.16067,
Method 2 (R2): 28

It was noticed that there were slight changes in the
experimental results. The total becomes ten images:

Old method: 27.842, Method 1 (R1): 26.7025,
Method 2 (R2): 27.51

4 Result

The results show that the change is too slight. From
the results obtained, it is clear that the values still
move in a narrow range, which leads to the
effectiveness of the experiments even if images are
going to increase. All the capacities have been taken to
get the average of MSE and PSNR, as shown in Figure
4. The Savitha algorithm has been enhanced by adding
the randomness feature to improve the level of
security. The randomization pattern used in the
proposed techniques is independent of specific bytes,
leading to the difficulty in recognizing the secret data.
Detecting the specific locations of bytes that contain
the secret data is hard due to using a randomization
pattern. This method can be wused in other
Steganography techniques based on a simple LSB idea
to hide data in a sequential manner to enhance
security.

20 20
15 15
10 AR AN ——PSNROId || 49 SR ——PSNR Old
5 PSNR R1 c PSNR R1
0 PSNR R2 0 PSNR R2
W W W 9 o W wwa 992
o0 o o o
EEEEE EEEPPPE
PSNR of capacity 97% PSNR of capacity 92.5%
20 20
15 15 - I
10 - hSA '\ A ——PSNROId 10 —17\;—&41 A2 ——PSNR OId
5 PSNR R1 5 PSNR R1
0 TTTTTTTTTTTTTTITITITIo I PSNRRZ O TTTTTTrTrrrrrrrrrrrrri PSNRRZ
A < NO N O O T N O n 0 o0
PR PP D
EEEPEELE EEEERPEE




Maryam Juma et al. : Improving Data Security Using Modified LSB-Based Image Steganography Technique

PSNR of capacity 90.6%

PSNR of capacity 81.2%
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Fig.4 The results of PSNR

5 Conclusion

The main aim of this research was to enhance the
security and integrity of the message sent. The Savitha
algorithm was enhanced, as it sequentially hides data
by applying randomization. Thus, the algorithm was
modified by manipulating the code to make the
embedding look random. Both the algorithms were
tested with 20 samples, and the results were evaluated.
PSNR and MSE were evaluated and compared. Thus,
the effectiveness of the proposed technique was
proved. The achievements of this research are:

1. The Savitha algorithm has been enhanced by
adding the randomness feature to improve the level of
security.

2. The randomization pattern used in the proposed
techniques is independent of specific bytes, leading to
the difficulty in recognizing the secret data.

3. Detecting the specific locations of bytes that
contain the secret data is hard due to using a
randomization pattern.

4 This method can be used in other Steganography
techniques based on a simple LSB idea to hide data in
a sequential manner to enhance security.

Steganographic  systems cannot be secure.
Therefore, it is important to take care while hiding the
secret data. First, the cover image should be of a
suitable size to contain the secret data, such that the
data does not fill, on average, more than 20% of a
cover image. Second, it is preferred that the cover
image is of medium dimensions, such as 500 x 500
pixels, or larger. Third, the data must be minimized as
much as possible. For example, if the secret data is an
image, effects such as sharpness must be removed.

Fourth, the cover and secret images should be in
grayscale to add confusion to the results and make the
steganographic image not clear that it contains a secret
message to increase the protection.

Some further research can be conducted in this area
based on this research. One approach is to apply the
proposed technique to various types of images,
including compressed images. The proposed method
can be applied to different image sizes and formats.
Furthermore, the proposed method can be adapted to
deal with text characters as message media.
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